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LlenTpanbHOyKpaiHCHKUI HALTIOHAJILHUM TEXHIYHUH YHIBEPCUTET

OIIIHKA E®OEKTUBHOCTI TEXHOJIOI'TI TECTYBAHHS BE3IEKA

Y pobomi nposedeni docniocenns echexmusnocmi po3podienoi mexHonozii mecmyeanns be3nexu
000amKi6. 3anponoHosana agmopom MmexHono2is mecmyeants Oe3nexku 000amKie 6Kuo4ac 8 cebe
KOMNIEKC MamemMamuyHux mooeneti mexnonozii mecmyeanuss Web-oodamxis. B ocnoey mamema-
MUYHO20 MOOen08anHs nokaaoeno nioxio GERT-mepesicnozo cunmesy. Y pesynomami po3podneno
mamemamuyni mooeni mexnonozii mecmysannsi DOM XSS ypasziusocmi i mexnonozii mecmyeanns
ypasnueocmi 00 SQL in’exyiii. Kpim mozo, 3anpononosana agmopom mexuonozis mecmyeanHs 06e3-
neKu 000amKie GKIUAE 6 cebe imimayiiny Mooelb MEeXHOA02I mecmy8anHs Oe3neKu Ha OCHOGI

NON0JCEeHb Meopii macumadysanHs imMimayitiHux mooeiell. Biominnow ocobnusicmio po3poonenoi

imimayitinoi modeni € adanmayis 8UOOPY XIOHUX ONepPamopis YNPAaeiiHHa i OAHUX 00 NIOBULUeHHS
BUMO2 ONEPAMUBHOCMI PO3POOKU Mma peanizayii Mooeii, supaj)cena 6 peanizayii npoyedypu 63a-
EMOOIT 3 peanvHuM Opay3epom i3 BUKOPUCMAHHAM 3acoDie asmomamu3ayii Opaysepa i opmyeanHs
Oanux 01 amaxu Ha OeKilbkox dianexmax. Y Oawitl podbomi nposedeHa OyiHKa OOCMOBIPHOCHI

OMPUMAHUX Pe3YIbMAMie MamemMamuyHo20 MOOeN0BAHHSL.
Knrouosi cnosa: mecmysanns 6esnexu, macumaobyeanus imimayitinux mooenet, amaxu Ha Web-
oooamxu, GERT-mepesici, mexnonoeii mecmysanmsi.

MocranoBka mnpodaemu. Y poborax asropa
[1-12] po3pobneHmii KOMILIEKC MaTeMaTHYHUX
Momneneit TexHosorii TectyBanass WEB-momarkis. B
OCHOBY MAare€MaTHYHOI'O MOZEJIOBAHHS IOKJIAJAECHO
migxin GERT-mepexxnoro cuHTedy. Y pesynbrari
PO3pOOICHO MaTeMaTU4HI MOJIEI TEXHOJIOTII TecTy-
BanHg DOM XSS ypaznuocTi 1 TexHONOrii TeCTy-
BaHHA ypa3nuBocTi 10 SQL iH’ekIiil.

MaremarndHa MOJENTh TEXHOJOTIi TEeCTyBaHHS
DOM XSS ypa3nuBocCTi BiApi3HAETHCS Bl BiTOMHUX,
ypaxyBaHHSIM BHKOHaHHA a0o aHamizy DOM ctpyk-
TYpH, L0 Ja€ MOXIIMBICTb NPOBECTH AHANITHYHY
OLIIHKY TUMYAaCOBUX BHUTpPAT TECTYBAaHHS 3a3HAa4€HOI
Ypa3iIMBOCTI B yMOBax peaizalii crparerii po3pooku
0e3rmevyHoro mporpamHoro 3abe3nedyeHHs. Marema-
THYHA MOJIENIb TEXHOJOTI] TeCTyBaHHSA ypa3IHBOCTI
mo SQL iH’ekmii BiApi3HAETHCS BiI BIOMHX, BIO-
CKOHAJICHUMM CII0COOOM BHM3HAYEHHS BifICTaHI MiX
pesynsratamu iH’ekuii. Buxopucranus B 3ampomno-
HOBaHOMY c1ioco0i kpurepito xapo-Binknepa, mis
NOpiBHSIHHS pe3yibTariB in’ekuii SQL komy i BBe-
JICHHSI TIOPOTOBOTO 3HAYEHHS JIO3BOJIUTH IiIBUIINTH
TOYHICTH PE3yNIBTaTIB TECTyBaHHA O€3MEKH POTpam-
HOT'O 3a0€3IeUCHHS.

YV Xomi MOCHIMKEHHS NPEICTaBICHUX MOJICICH
Oy70 BU3HAYECHO, LIO BWIIAJIKOBAa BEIWYMHA Yacy
BUKOHAHHSI PO3IISIHYTHX TEXHOJOTIM TecTyBaHHS
B LIJIOMY BiJmnoBigae ramma-posnoainy. Ilepesipka
i€l rinore3u mposezieHa 3a kpurepiem [lipcoHa.

Y pobotax aBropa [13; 14] orpumalia moxaibIini
PO3BHUTOK iMiTaIliifHa MOJIETTh TEXHOJIOTIi TeCTyBaHHS
0e3ITeKy Ha OCHOBI TIOJI0KEHB TEOPii MacIITaOyBaHH
iMiTariiHUX Mojenell. BiaMiHHOIO 0COOTUBICTIO
PO3po0IeHoT iMiTaIlitHOT MOJIEI € aianTallisi BUOOpY
BXIIHUX OIEPaTOpPIB YIPaBIiHHSA 1 JAHUX JIO TTiJIBH-
HICHHS BUMOT OTIEPaTUBHOCTI pO3p0OKH Ta peaizanii
MoOJIeTi, BUpakeHa B peajizallii mpolemaypu B3aeMoii
3 pearpbHUM Opay3epoM 3 BHKOPHCTAHHSIM 3aco0iB
aBroMaTu3amii Opay3epa i (GopMyBaHHI TaHUX IS
aTaky Ha NEKUIBKOX JlaJeKTax.

B 0CHOBY 3ampoONOHOBAHOTO TMIJXOAY ANTOPUT-
MIYHOTO CIIPOIICHHS IMITalliiHOTO MOJICIIFOBaHHS
MOKJIa/IeH1 BJOCKOHAJIEHI MPOUENypH OLIHKHA TpaH-
3UTHBHOI 3QJIC)KHOCTI 3 YIpaBIiHHS 1 1aHUM. BuzHa-
YEHO JIOMyCTHMICTh 1 JONUIBbHICTh BUKOPUCTAHHS
OIIIHKA TPAH3UTHBHOI 3aJEKHOCTI, IO 3HU3HTH
00YHCITIOBANBHY CKIIQ/IHICTh PEai30BaHUX aITOPHT-
MIiB y TIOpiBHSHHI 3 aJTOPUTMaMU OLIHKH TPSIMOT
3aJIeKHOCTI 110 1,5 pasis.

MeTow podoTH € oIiHKa ePEeKTHBHOCTI pO3poO-
OJIeHOT TEXHOJOTIl B MOPIBHSIHHI 3 ICHYIOUHMH CIIO-
co0amM¥ 1 TEXHOJIOTIsIMH, 32aCHOBAaHUMH Ha BiJIOMOMY
anroput™mi Ilypmoma, Ha OCHOBI MPOBEACHOTO iMi-
TaI[ITHOTO MOJICITIOBAHHS MPOIeCy TeCTYBaHHs 0Oe3-
IeKu omaTkiB [15, c. 256].

[IpakTryHMi JOCBiJ TeCTyBaHHS OE3MEKH J0aT-
KiB TIOKa3yloTh, IO BHU3HAYEHHS TOYHHMX KiJIbKicC-
HUX JIaHUX Bpa3jMBOCTEH 0JaTKiB, SIK MPaBUIIO,
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HE TIPEICTABISETHCS MOXIIMBUM 3 OISy Ha Oe3mid
HEBH3HAYEHOCTEH BXIMHUX MaHUX. TOoMy ITHPOKOTO
TIOMIUPEHHsI HAOyau HaONIKEHI OILIHKH, 3aCHOBaHI
Ha 00poOLi eMIipUYHHUX JaHUX, 310paHuX B Ipoueci
TECTyBaHHs Oe3IeKH.

Y po0GoTi B SIKOCTI OCHOBHU ISl OLIIHKU €(EeKTUB-
HOCTI PO3po0IIeHOT TEXHOJIOTIl TeCTyBaHHS Oe3MeKH
JIOJTaTKiB BUKOPHUCTOBYEMO OJIWMH 13 METOIIB CTAaTHC-
THYHOTO aHai3y — 3BEJACHHS 1 TPYITyBaHHS CTAaTHC-
TUYHHUX JAaHUX, SIKHH OTPHMaB TEOPETUYHE OOTpyH-
TyBaHHs B podorax [16, c. 217].

Ilix wac mpoBeneHHsI NOCIiIKEHHS OyJIO B3STO
20 Web-nonarkis 3 pizHOO KijbKicTiO (Big 31 1o 77)
TECTOBAHUX EJICMECHTIB.

VY pesynabrari eKCIIepruMEeHTIB OTPHMaHI 3HaueHb
gacy TECTyBaHHS O€3NEeKH MOMATKiB IS CIOCOO0iB,
SKi BUKOPUCTOBYIOTh anroputM Ilypmoma i pospo-
OneHoi TexHouorii TecTyBaHHs Oe3neku. Pe3ynbraTu
TECTyBaHHS MPeJICTaBIeHI B Ta0M. 1.

[ToOynyemo iHTEpBaNbHUIN Psiji PO3MOINY Yacy
TECTyBaHHS O€3MEKU, NI YOro BHOEPEMO ONTH-
MaJbHUH IHTEpBalI k 1 BCTAHOBHMO pO3Max iHTEp-
Bairy /. OnTUMaigbHE YHUCIO TPYN BHUOEPEMO Tak,
o0 B JOCTaTHIN Mipi BiZOWIOCS pi3HOMAaHITHICTh
3HAaYeHb O3HAKH B CYKYNHOCTI 1 B TOH e 4ac 3aKo-
HOMIPHICTh pPO3MOALTY, #oro ¢opma He 3MiHIO-
Bajach BUMAJAKOBUMH KOJIMBAaHHSIMH 4YacTOT, IpPH
BOMY CKOpHcTaeMocs popmynoro Crepxkecca.

Y HamoMy BUMNAAKy ONTHMAaIbHUAN IHTEpBa:
k =1+ 3322Ig20 = 5,32. OCKUIBKH YHCJIO TPy
HE MOXe OyTH APOOOBHUM, TO OKPYTIIIEMO k = 5,32
J10 HaHOMMKYOTO LIJOr0 YKcia M0 MpaBuiiaM OKpY-
TJIEHb — J.

3HAOYM YHUCIO TPYI, PO3PaxOBYIOTh JOBKHUHY
(po3max) iHnTepBany 3a (OpPMYJIOKO:

— Xmax—Xmin.
. . h - . k ’ .
Bixoasuu i3 ganux, sKi BU3Ha4Y€HI BUIIIE,

hl=(52-11,1)/5=28,18
h2 = (48,7 —-11)/5 = 7,54.

TakuM 4IHOM, iHTEPBATBHHN PSJT PO3MOALTY Yacy
TECTyBHHsI Oe3neKkH po3ibemMo Ha 5 rpym 3 iHTepBa-
agoM 10 8,18 ¢c. 17,68 c.

[IpencraBumMo iHTEpBaNbHUH PsIIl PO3IOIIICHHS
TeCTyBaHHS O€3MEKN MOIATKIB y BUITISIL Ta0I. 2.

SIK BUIHO 3 HaBeJEHOI TAOIMIll, HABITh HACTLUILKH
HEeBeJMKa BHOIpKa TECTOBaHWX JOJATKIB TIOKasala
nepeBaru po3poOsieHol TEeXHOJOTil TecTyBaHHS 0e3-
nekd. Tak, MakcHMMalabHE 3HAUCHHS IHTEPBaJIbHOIO
psAy MEHIIe TiJ 4Yac BUKOPUCTaHHS pPO3POOKH B
1,07 pasu, 3MeHImHIacs KUTbKiCTh BIYYeHb Y MaKCH-
MaJbHUN YacOBUH 1HTEpBaJ, a TAKOXK CYMapHHIA Jac
TecTyBaHHs MeHIIui B 1,05 pasu.

Crig 3ayBaKUTH, 110 Ha TPAKTHUIIl HaldacTimie
HE BHUKOPHCTOBYETHCS TEOPETHUYHO OOrPYHTOBAaHUU
anroput™ Ilypnoma. Ilpu npomy TectyBaHHs 0Oe3-
MEKH MPOBOJUTHCS BUXOASYH 3 AOCBIAY TECTyBallb-

Taomuns 1
PesyabraTn TectyBanHs Oesnexkn Web-gonarkis

Yac TecTyBaHHA Yac TecTyBaHHA

N Hac recrypanns (po3pobJieHa TexHoqoriss | N Hac recrypanns (po3pobJieHa TeXHOJIOTis
(aar. Ilypaoma), c. (aar. Ilypaoma), c.

TeCcTyBaHHs), C. TeCcTyBaHHs), C.
1 23 22,4 11 14,7 14,5
2 15,3 14,5 12 29,2 28,2
3 44 41,1 13 45,6 44,1
4 23,5 22,1 14 11,1 11
5 43,7 41,0 15 19,3 18,6
6 24,1 22,7 16 12,4 12
7 33 31,6 17 31,6 30,2
8 52 48,7 18 20,1 19.6
9 17,8 17,4 19 33,1 31,4
10 20,1 19,3 20 24 22,9

Tabmuusg 2

InTepBanbHUIi psAd po3nogiay TecTyBaHHs Oe3nexkn Web-goaaTkis

Yac (aar. Ilypaoma) Yuceso nonagaHb Yac (po3polieHa TeXHOJIOTist Yucio nonagaHb
(c.) B iHTepBaJ TeCcTyBaHHsI), C. B iHTepBaJ
11,1-19,28 5 11-18,54 5
19,28-27,46 7 18,54-26,08 7
27,46-35,64 4 26,08-33,62 4
35,64-43,82 1 33,62-41,16 2
43,82-52 3 41,16-48,7 2
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HUKIB. Y IIbOMY BHUNAJAKYy pO3pOOJIeHa TEXHOJIOTis
TEeCTyBaHHS Mae€ iCTOTHY repesary (1o 1,5 paszm).

Js oOrpyHTYBaHHSI JOCTOBIpHOCTI OTpUMaHHX
B poOorax [1-14] pe3ynabrariB IpoBEIEHO PsiIl eKCIie-
PUMEHTIB, BiJIIIOBIJTHO JIO YMOB:

1) rpyna TecTyBaJbHUKIB CKJIaJa€ThCs 3 3 4O,
3 HUX J[Ba TECTyBaJbHKUKA Oe3meku 1 oauH Person Non
[16, c. 152];

2) OCHOBHA METOIOJIOTSI YIPABIIIHHS PO3POOKOIO
¢ SCRUM;

3) uucno excriepuMenTiB N * = 20.

3a pe3ynbTaraMu eKCIIEpUMEHTY, OTpUMaHa ricTo-
rpama 4acy TecTyBaHHs Oe3neku gonarkis [17, ¢. 306]
MpeJcTaBieHa Ha puc. 1.

Bucynyra rimoreza mpo HOpPMaJbHHHA PO3MOIIT
Ii€i BUTIAKOBOI BEJIMUYMHHU Oyira IIepeBipeHa 3a Kpu-
TepieM y3romkeHocTi [lipcona [16, c. 98]

7 =NER-R)R,

ne k — aucno po3psniB ( iHTepBaNiB) CTATUCTHY-
HOTO psiny;

P’ i P, — «cTatucTHYHA» Ta TEOPETUYHA HMOBIp-
HOCTI «IIOTIaAaHHs» 3aaHOr0 MOKa3HUKa B i-H po3-
ps.

[IpoBenena nepeBipka foBejIa MPaBIONOAIOHICTh
rifOTE3H MPOo Te, 10 BEJIMYHNHA Yacy TeCTYBaHHS 0e3-
TEeKH JOJIaTKIB PO3IMOIIICHA 32 HOPMAaJbHUM 3aKO-
HOM.

Otpumani OUIHKH f.."” MaremarmuHOTO OUIKY-
BanHs Ta D, , mucmnepcii (0,  cepeqHbOKBaApaTHY-
HOTO BiIXHIICHHS) BUNAKOBOI BETHUMHN 1, dacy

mecm

TeCTyBaHHs Oe3mneku nonarkis [17, c. 298].

K [ " .
. ~ _Z(t'rec'r(l) _t'rec'r(l))z
§Foo_id = _ :
N -1

TecT N freer

G0 =y '5fm“> :

CKOpHCTaBIIMCh BiZIOMUM BHpa3oM JJsl po3pa-
XyHKY JIOBipu0i MMOBIpPHOCTI BiAXHMJICHHS BiZHOCHOI
YaCTOTU BiJI MOCTIHHOI HMOBIPHOCTI B HE3QJICHKHUX
nJociipkeHHsx [16, c¢. 312], Bu3HAuuMoO JOBipYy

11-18,54 18,54-26,08  2608-33,62  33,62-41,16  41,16-48,7

Puc. 1. N'ikcorpama yacy TecTyBaHHS 0e3MeKHu
JONATKIB

HMOBIPHICTB TOTO, 1110 OTPUMAaHE B PE3YJIbTATI eKCIIe-
PUMEHTY 3HaYCHHS 9acy TECTYBaHHs O€3MeKH JoaaT-
KiB «HE BiJXWJICHa» BiJl MATEeMAaTHYHOTO OYiKYBaHHS
fw(i) OUIBII HiX Ha 1:

pr M_y

TecT

<1): 20( i M)

1 -2
e 72dt
A j

ne @ — dynkuis Jlannaca Buny @(x)=
[16, c. 316].

Pesynbrati mIepeBipeHUX EKCIIEPUMEHTIB TIOKa-
3aJd, MO JUIs BCIX JOCTI/DKYBaHWX BHUIIB JTaHHUX
JIOBip4a WMOBIPHICTH TOTO, IO 3HAYEHHS CATHCTUY-
HOT BEIMYMHH 1, «HE BIIXWIMTHCA» BiJ MaTema-

© Ginpm Hixk Ha 1 JIOPIBHIOE:

27 0

TUYHOTO OYiKyBaHHS t
P=092.

3a mammMu, OTpuUMaHUM B pobdotax [13; 14],
B YMOBaxX, 3a3HA4CHUX BHIIE, IIPOBEICHO IOPIB-
HSUIBHE JOCIIJDKEHHsSI PEe3yJbTaTiB MaTeMaTHYHOTO
MOZETIOBaHHS 1 eKkcliepuMeHTy. Pesymbraté mopis-
HSIHHS TIPE/ICTaBleHI Ha puc. 2. y BUIIAAL rpadika
HITBHOCTI pO3MOATy WMOBIpHOCTEH dYacy TecTy-
BaHHs OC3IeKU JTOJATKIB 1 BIJIIOBIIHUX IM KOPJIOHIB
JIOBIPYOTO iHTEpBAITY:

TeCT

I, = j—gﬁ, j+gﬁJ,

B sIKili ICTHHHE 3HA4YeHHS TIIOTaJa€ 3 JOBIPUOIO
“MoBipHicTIO f = 0,94 1 omiHOK HOTO MaTHMaTH4-
HOT'O OYiKyBaHHSI.

3 rpadika BUIHO, 10 B KJIIOYOBiH TECTOBIH cuTya-
il «po3paxyHKoBa» KpUBa (CyLilbHA KpUBA), OTPH-
MaHa BiJIMOBIIHO JI0 pO3po0iieHoi B podoTax [1-12]
MaTeMaTHYHOI MOJIeNi, B OUIBIIOCTI MPAKTUYHUX
BUTAJKIB TIOTPAIUISIIOTh B «YCEPEIHEHUI TOBIpUnit
IHTepBa (3aTPUXOBaHA 00JIACTS).

Ile migTBEp/KYE HOCTOBIPHICTH PO3pOOICHOT
B poOorax [1-12] maremaTnyHoi Momeni i oTpuMa-
HOTO B pe3yJdbTaTi MareMaTHYHOTO MOJEIIOBAHHS
aHAITUYHOTO BUPA3Yy.

o(x)

0.8

0.6

0.4 7> 1

02
10 20 30 40 t

Puc. 2. I'padix minsHOCTI po3noainy iMoBipHOCTEH

qacy t,,.,, TectyBanns cucremuoro I3, pianosignum

iM MesKax 10Bipuoro inTepBay Ta omiHok iioro t,. "
MaTeMaTHYHOr0 O4iKyBaHHsI
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BucuoBkn. Y po0oTi mpoBenmeHi I0CITiKEHHS
e(heKTUBHOCTI pO3pOOJICHOI TEXHOJOTIi TEeCTyBaHHS
Oe3mekn J0JaTKiB 1 OOIPYHTYBaHHSI MPAaKTUYHUX
pEeKOMeHAalii o0 BUKOPUCTAHHS METOJIB 1 3aco-
01B yrpaBIiHHs O€31eKOIO.

Bu3HaueHo, 1110 BUKOPHUCTaHHSI pO3pOOIICHOT TeX-
HOJIOTii mo3BoNMTH Bix 1,05 mo 1,5 pasiB 3MeHIIUTH
9ac TeCTyBaHHS O€3MeKH.

Ilin dWac OWIHKK TOCTOBIPHOCTI OTPUMAaHHUX
y pe3ynbTari MareMaTMYHOIO MOJEJIIOBaHHS IaHUX
OyJI0 TIPOBEICHO TMOPIBHSHHS IIUTFHOCTI PO3IMOILTY
HMOBIpHOCTEH yacy TecTyBaHHS O€3NeKH, BiIIOBif-
HUX IM KOPJIOHIB JIOBIPYOTO iHTEpBaIY 1 OLIIHOK HOTO
MaTeMaTHYHOTrO OdiKyBaHHS. CHpaBKHE 3HauCHHS
00paHOro MOKa3HUKa TOTpAIUIsie B JOBIpYMN iHTEp-
Bal i3 MOBipYoI0 MiMoBipHicTIO f = 0,94.
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Inpopmaruka, 00uyKCIIOBAJIbHA TEXHiKa Ta aBTOMAaTH3aLisl

OLHEHKA D®®EKTUBHOCTHU TEXHOJIOTUU TECTUPOBAHUS BE3OITACHOCTHU

B pabome nposedensvi uccnedosanus s¢hghexmusnocmu pazpabomarHol MexHOI0SUY MeCUPO8anus bes-
onacrocmu npunoxcerutl. IIpednodiceHHas agmopom mexHoio2us mecmupo8anus Oe30nacHOCU NPULOdHiCe-
HULL BKIFOUAEM 8 CeOsl KOMNIEeKC MameMamuyeckux mooenetl mextono2uu mecmuposarus WEB-npunoscenuil.
B ocnosy mamemamuuecxkoco moodenuposanusi nonodicen nooxod GERT-cemesozo cunmesa. B pesynomame
paspabomamnsl Mmamemamuieckue mooenu mexronoauu mecmuposanus DOM XSS yazeumocmu u mexnono2uu
mecmuposanus yazeumocmu Kk SOL unvexyuam. Kpome mozo, npednoscennas asmopom mexHonio2us mecmu-
Pposanusi Oe30NACHOCMU NPUTLONHCEHUU BKIIOYAem 8 Ce0s UMUMAYUOHHYIO MOOelb MeXHOI02UU Mecmuposa-
HUs 0e30NACHOCTU HA OCHOBE NOLONCEHUL Meopult MACumadupo8anus UMUmayuorHslx mooeneu. Omaiuyu-
MeNbHOU 0COOEHHOCMbIO PA3PAOOMAHHOU UMUMAYUOHHOU MOOENU S61emcsl a0anmayus 8bl00pa 6X00HbIX
onepamopos ynpasienus u OaGHHbIX K NOSbILUEHUIO MPebo8aHUIl ONepamueHOCmU pa3pabomKu U peaiusayun
MoOenu, 8bIPANCEHHAS 8 Peau3ayuu NPoYedypbl 83aUMOOelCMEUS C PealbHbIM OPaAY3epOM ¢ UCHONb308AHUEM
cpedcme agmomamuzayuu opayzepa u hopmuposanus OAHHbIX OJisl AMAKU HA HeCKOAbKUX ouaiekmax. B oan-
HOUl pabome nposeoeHa OYeHKa 00CMOBEPHOCMU NOIYUEHHbIX Pe3YIbIMamos MamemMamuyeckozo Mooeiupo-
BaHUA.

Knrwouegwie cnosa: mecmuposanue 6e30nacHoCmu, Macuimaduposanie UMumayuoHHslx Mooenetl, amaxu
na Web-npunoocenus, GERT-cemu, mexnonozuu mecmuposanusl.

EVALUATION OF THE EFFECTIVENESS OF SECURITY TESTING TECHNOLOGY

In this work, the studies were conducted on the effectiveness of the developed technology of application sec-
urity testing. The technology offered by the author for application security testing includes a set of mathematical
models of testing technology for WEB applications. The basis of mathematical modeling is the approach of
GERT-network synthesis. As a result, mathematical models of testing technology for DOM XSS vulnerability
and SQL injections have been developed. In addition, the application security testing technology proposed by
the author includes a simulation model of security testing technology based on the theory of scaling of simu-
lation models. A distinctive feature of the developed simulation model is the adaptation of the choice of input
control operators and data to an increase in the requirements for the rapid development and implementation of
the model, expressed in the implementation of the procedure for interacting with a real browser using browser
automation tools and generating attack data in several dialects. In this work, the reliability of the results of
mathematical modeling is estimated.

Key words: security testing, scaling of simulation models, attacks on Web-applications, GERT-networks,
technology testing.
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